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What We're Covering
- Problems with OAuth Today
- How XAA fixes it
- Demos
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Enterprise State of Mind
- In consumer usecases, the USER decides what to share and with whom

- In the enterprise, data belongs to the COMPANY

- The IT Admin is responsible for this

🗽
admin@example



admin@example user@example



Workforce IdP
(SSO Provider)

admin@example user@example



Workforce IdP
(SSO Provider)

❤️
❤️

admin@example user@example





MCP Client
MCP Server

Authorization
Server

user@example



MCP Client
MCP Server

Authorization
Server

1. Requests access

user@example



MCP Client
MCP Server

Authorization
Server

1. Requests access

user@example

2. Grants consent



Access
Token

MCP Client
MCP Server

Authorization
Server

1. Requests access

user@example

2. Grants consent

3. grants token



Access
Token

MCP Client
MCP Server

Authorization
Server

1. Requests access

user@example

2. Grants consent

3. grants token

4. Access Resources



Access
Token

MCP Client
MCP Server

Authorization
Server

1. Requests access

user@example

2. Grants consent

3. grants token

4. Access Resources

5. Validates token



Access
Token

MCP Client
MCP Server

Authorization
Server

1. Requests access

user@example

2. Grants consent

3. grants token

4. Access Resources

5. Validates tokenYou did
what now?!

admin@example



This consent screen
matters less

Than this config screen

user@example

admin@example









Access
Token



Access
Token



Access
Token

ID-JAG
Token



Access
Token

ID-JAG
Token

Workforce IdP
(SSO Provider)



Workforce IdP
(SSO Provider)

❤️
❤️

admin@example



MCP Client
MCP Server

Authorization
Server

Trusts

Workforce IdP
(SSO Provider)

Configures
Configures

Configures



MCP Client
MCP Server

Authorization
Server

Trusts
Trusts

Workforce IdP
(SSO Provider) Trusts



MCP Client
MCP Server

Authorization
Server

Workforce IdP
(SSO Provider)

Logs in

Logs in



MCP Client
MCP Server

Authorization
Server

1. Requests ID-JAG

Workforce IdP
(SSO Provider)



ID-JAG
Token

MCP Client
MCP Server

Authorization
Server

1. Requests ID-JAG

Workforce IdP
(SSO Provider)



ID-JAG
Token

MCP Client
MCP Server

Authorization
Server

1. Requests ID-JAG

Workforce IdP
(SSO Provider)

2. Exchange ID-JAG



Access
Token

MCP Client
MCP Server

Authorization
Server

1. Requests ID-JAG

Workforce IdP
(SSO Provider)

2. Exchange ID-JAG



Access
Token

MCP Client
MCP Server

Authorization
Server

1. Requests ID-JAG

3. Accesses Resources

Workforce IdP
(SSO Provider)

2. Exchange ID-JAG



MCP Client
MCP Server

Authorization
Server

1. Requests ID-JAG

3. Accesses Resources

4. Validates tokens

Workforce IdP
(SSO Provider)

2. Exchange ID-JAG

Access
Token



MCP Client
MCP Server

Authorization
Server

1. Requests ID-JAG

3. Accesses Resources

4. Validates tokens

Workforce IdP
(SSO Provider)

2. Exchange ID-JAG

Look ma, no hands!



Demos!



Problems with identity today:

- Friction



Problems with identity today:

- Friction



Access
Token

ID-JAG
Token

Look ma, no hands!



Problems with identity today:

- Friction

- Attribution



Per-conversation access tokens



Per-conversation access tokens

Access
Token

Access
Token

Access
Token Access

Token



Problems with identity today:

- Friction
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Takeaways
- One login, access to everything IT approved

- No more per-server OAuth flows for end users

- IT Admin gets central visibility, policy control, and revocation

- XAA unlocks more identity improvements in the future
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Resources + Questions

MCP Enterprise Auth docs XAA.dev


